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“Securing 
our critical 
electric 
infrastructures” 

August 14, 2003 Blackout, U.S.   
50,000,000 people affected 



The Problem 

Infrastructure Vulnerability:  Electromagnetic threat (e-threat) 

sensitivity -- and interdependency – of today’s critical infrastructures 

Two dimensions:  

• Severe space weather / solar flares:  NASA / NAS predicted 100 year-

class geomagnetic storm 

• New addition to NATO’s WMD list:  EMP Nuclear threat (e-threat) may be 

considered a new WMD category – NBC  eNBC 



The Severe Space Weather 

(SSW) Threat 

 

Geomagnetic field electrojets, March 
1989 storm: Outline: estimated 
footprint of 1921 superstorm 

Current status 

Results of large scale modeling of U.S. electric grid (EMP 
Commission, FEMA, NAS/NASA, FERC, DOE): Present 
Operational Procedures for Geomagnetic Storms based 
on limited experience:  

 Operating procedures do not                                                                                        
reduce GIC levels.  Reactive                         
power margin countering voltage                                                            
collapse also inadequate for severe                                         
storms and EMP threats 

 Modeling Results – Geomagnetic                                            
storm at ~10 x 1989 storm expected         
at 30 – 100 year intervals.   

 
Model results: 4-10 year blackout regions [4800 nT/min GMD @ 
50° latitude (~May 1921 storm), using NERC disturbance criteria] 

2 0 0 2 / 0 9 / 2 7  0 0 : 0 4 : 0 0 . 0 0 0  

Backbone of U.S. Grid:             
Extremely High Voltage (EHV) Grid 

Salem Nuclear Plant GSU Transformer                       

(3Kamp rating) destroyed, March 1989 storm  



The EMP Threat 

Threat:  EMP.   Caused by any 
high altitude nuclear detonation 

EMP threat examples:   

• Iran has acquired 18 BM-25 
missiles, with range adequate 
to reach western Europe 
(3500 km) 

• U.S. Congress EMP 
commission: Primary threat - 
trans-national terror group, 
boat-launched short range 
missile with small nuclear 
warhead 

 

Hezbullah Fatah 110, with launcher 



What has changed? 

Infrastructure Vulnerability 
EMP 

Our infrastructures are now vulnerable on continental 
scales to SSW, or EMP from a single nuclear warhead 

Why now?  Major change in the electric grid, massive 
growth in infrastructure interdependencies  

 Our infrastructures have become highly sensitive to 
electromagnetic disturbances. 

 Design evolution unknowingly escalated risk 

 Today’s infrastructures were not designed for SSW, 
war-fighting or nuclear terror 

 SSW magnitude only understood since 2009 

 IAEA / NATO Assessment:  Increased risk of nuclear 
proliferation to rogue states and trans-national 
terrorist groups 



Technical Conclusions 

 

Sources:   

U.S. Congress EMP Commission – Executive Summary, 2004 
U.S. Congress EMP Commission – Final Report, 2008 
U.S. Congress Strategic Posture Commission – Final Report, 2009 
NASA / National Academy of Sciences – Severe Space Weather Report -- 2009 
U.S. Department of Energy / NERC -- HILF Report, 2010  
U.S. Congress – Unanimous House passage of Grid Act - 2010 
U.S. Federal Energy Regulatory Commission / DOE / DHS Report – Sept 17, 2010 

Conclusions: Severe damage to critical electric infrastructures 



The Impact 

Consequences 
Long term grid e-threat burnout 

Critical infrastructures damaged                      

or destroyed: 

Power 

Food 

Water 

Sewage 

Financial 

Transportation 

Communication 

Health Care 

Defense 

 

U.S. Congress                         

EMP Commission:  

70% - 90% of U.S. population “unsustainable.” 
 

 
 

Transformer damage from moderate 

solar flare – S. Africa 



“Correction [of the vulnerability] is 
feasible and well within the nation’s 
means and resources to accomplish.”* 

                *U.S. Congress EMP Commission 

The Solution 

Critical infrastructure hardening 

Rough estimate: Cost 

to protect the grid 

Less than 0.03% GNP 



Implementation 

Multi-national, government, industry 

Head start:   

The ELECTRIC                                                
INFRASTRUCTURE                                
SECURITY SUMMIT PROCESS:        
U.K. Parliament, London – September 20, 2010 
U.S. Congress, Washington D.C. – April 11-12, 2011 

A hub for international 
cooperation ς addressing 
severe electromagnetic 
threats to national electric 
grids and other critical 
infrastructures. 

Next Summit:  Westminster Hall, London – March 19, 2012 


