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§  Submit questions using control panel 

§  Contact information at the end for 
additional questions 

Housekeeping Items 



Steven Parker’s experience includes more than a decade of full-time security work at critical 
infrastructure organizations including the Western Electricity Coordinating Council, 
PacifiCorp, and US Bank. He has contributed to a broad range of security projects covering 
areas such as e-commerce, identity management, intrusion detection, forensics, and 
security event monitoring. 

Panelists 

Karl Perman is a skilled business executive with 30 years of business protection, 
compliance, risk management, human resources and law enforcement experience.  He 
has created, evaluated and implemented NERC reliability and critical infrastructure 
protection compliance programs for electric generation and transmission entities.  

Mr. Schmutzler is a Regional VP for GRC solutions with a broad background including 
governance, risk and compliance (GRC), IT audit, risk and controls assessment, information 
systems design and implementation. Prior to joining MetricStream he was a Partner with 
KPMG LLP in the Risk Advisory Practice focused on GRC, risk assessment and systems 
implementation.  



Agenda 

§  Effective Dates 

§  Cyber Assets/BES Cyber Assets 

§  Structural Changes 

§  Bright Lines and Asset Categorization 

§  Evidence 

§  Approaches 

§  Automation 

§  Compliance Management Framework 



Effective Dates 

§  April 1, 2016 for high and medium systems 

§  April 1, 2017 for low impact systems 

§  Areas of Concern 
– Do not wait/Start now 

– Changing requirements (V6, V7) 

– Develop a plan including people/process/
technology 

 

 



CYBER ASSETS/ BES CYBER 
ASSETS/ BES CYBER SYSTEMS 



Cyber Assets 

Programmable electronic devices, including the 
hardware, software, and data in those devices.  
 

•  Communication networks have been removed from 
the definition of Cyber Asset 



BES Cyber Assets 

A Cyber Asset that if rendered unavailable, degraded, or 
misused would, within 15 minutes of its required operation, 
misoperation, or non-operation, adversely impact one or 
more Facilities, systems, or equipment, which, if destroyed, 
degraded, or otherwise rendered unavailable when needed, 
would affect the reliable operation of the Bulk Electric 
System. Redundancy of affected Facilities, systems, and 
equipment shall not be considered when determining 
adverse impact. Each BES Cyber Asset is included in one or 
more BES Cyber Systems. (A Cyber Asset is not a BES Cyber 
Asset if, for 30 consecutive calendar days or less, it is 
directly connected to a network within an ESP, a Cyber Asset 
within an ESP, or to a BES Cyber Asset, and it is used for 
data transfer, vulnerability assessment, maintenance, or 
troubleshooting purposes.)  
 



BES Cyber Systems 

One or more BES Cyber Assets logically 
grouped by a responsible entity to perform one 
or more reliability tasks for a functional entity  



Retired Terms 

§  Critical Asset 

§  Critical Cyber Asset 



STRUCTURAL CHANGES 



Table Based Requirements 

§  Applicable Systems 
– Lists device categories in-scope for requirement 

§  Requirements 
– Lists what must be done or accomplished 

§  Measures 
– Lists examples of compliance evidence 

§  Tables exist for requirements in CIP-004 
through CIP-011 



Guideline and Technical Basis 

§  Provides substantial narrative discussion on 
the requirements 

§  Provides the SDT’s intent for certain 
requirements 

§  Provides the technical basis for certain 
requirements 

§  Contains some conflicting or unsupported 
statements 

§  Legal status is uncertain 



BRIGHT LINES AND ASSET 
CATEGORIZATION 



Asset Categorization 

§  Bright Lines vs. RBAM 
– CIP-002 Attachment 1 

– Facilities and BES Cyber Systems 

§  Impact levels vs. CCA 
– High 

– Medium (ERC) 

– Low 

 



Asset Categorization 

§  All BES Facilities should be included in the 
application of the Impact Rating Criteria. 

§  All Cyber Assets located at or associated with 
any BES Facility should be evaluated for 
possible identification as a BES Cyber Asset 

§  BES Cyber Assets need to be logically 
grouped into BES Cyber Systems  

 



Areas of Concern 

§  Identification of all Cyber Assets 
– Asset management system 

– Physical walk downs 

§  Categorization of BES Cyber Assets 
– Stakeholder engagement 

§  Logical grouping of BES Cyber Assets into 
BES Cyber Systems 
– Approach should align with environment 



EVIDENCE 



Evidence 

§  Evidence is a collection of artifacts that 
demonstrate your compliance with the 
underlying requirements 
–  program documentation,  
–  system logs,  
–  email records, 
–  interviews, 
–  database records, and  
– many other items. 

§  Consider items listed in Measures Section of 
Standards 



Approaches 

Manual 

§  Cumbersome & countless 
spreadsheets 

§  Time consuming 

§  Prone to errors 

§  Drain on resources 

§  Inconsistent quality 

§  Difficulty in reporting 

Automated 

§  One system- control point 

§  Saves time 

§  Reduces errors 

§  Reduces resource 
requirements 

§  Consistent and repeatable 

§  Real time reports 



Automation 

§  Automation aligns with several of the 
standards 
– CIP-002: Asset Management (Inventory) 
– CIP-004: Tying different systems into an 

integrated portal (HRIS, Learning, Logical Access, 
Physical Access) 

– CIP-007: Ports and Services and Patch 
Management 

– CIP-010: Change Configuration Management and 
Vulnerability Assessments 



Compliance Management 
Framework 

§  Does your framework? 
– Support a uniform methodology (PM) 

– Embrace collaboration 

–  Integrate methodologies and processes 

– Facilitate continuous monitoring and assessment 

– Establish clear accountability/leadership 

– Foster a culture of compliance 



Thank You! 
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Agenda 

•  Best Approaches to implement transition programs for 
NERC CIP version 5 compliance 

•  Advantages of having a NERC CIP Compliance 
Management Framework 

•  The role of automation in complying with new standards 

•  Q&A 
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NERC CIP Compliance Management 

Issue/ 
Tasks 

Threat & Vulnerability 
Training & 

Resources 

Ensuring NERC CIP 
Compliance 
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Traditional Approaches 
•  Manual or Spreadsheets 

•  Time consuming; RSAW 
production – up to 2000hrs 

•  Error prone 

•  More resources used 

•  Difficult to track changes 

•  Tough to manage records 

•  Limited Reports & 
generation takes time 

Automated System 
•  Automated system 

•  Click of a button; RSAW 
generation is automated 

•  Reduction in errors  

•  Reduced resource needs 

•  Change controls in place 

•  Audit trail convenience 

•  Real time reporting with 
slice and dice capability 

Comparing Approaches for NERC CIP Compliance 
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Compliance Risk Audit Policy Threat & 
Vulnerability 

Issue/ Task 
Management 

Continuous  Monitoring & Improvement 

NERC CIP Standards 

Effective NERC – CIP Compliance Program 

Collaborative – flexible and allows for inclusions or changes as required 

Integrated: Compliance, Risk, Policy, Control, Audit, Personnel, Training, Threat & Vulnerability etc. 

Enforces methodology, rigor and discipline 

Facilitate continuous assessments and captures all necessary NERC compliance data & artifacts 

Integration with Third party Systems –  Patch & Surveillance, SCADA, ICS, Security, HR Systems etc. 
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Automate Compliance Assessment  & Management 
Regulatory Alerts, Map Standards & Requirements  

Executive Program Management 

Regulatory Documentation 

Compliance 
Assessment/ Audits 

Reports Review & Approval 

Self- Certification, Reporting 
and Filing 

Issues and  Remediation 

Start 
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Keep up with Regulatory Changes 

Regulatory Alert 
Interpretation 
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Centralize Information Repository 

•  Compliance Requirements 

•  Risks & Controls 

•  BES Cyber Assets 

•  Threats & Vulnerabilities 

•  Policies & Procedures 

•  Personnel & Training 

•  Access rights and privileges  

•  Manage Multiple versions 

•  Validity dates 

•  ESPs, PSPs, TFEs.. 

•  Logs & Audit Trail 

Library of Compliance Standards Mapped to Org Structure 
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A Robust & Flexible Information Model 

•  CIP-002-R01 

•  BAL-001-0.1a R1 

•  … 
… 
… 

Requirements 

• CIP-002-R01 
Methodology 
• … 

• Area Control 
Error (ACE) 
Threshold 
• … 
 

Controls 

•  CIP 
•  BAL 
•  ……. 

 
 

Functions, 
Standards,  
Frameworks 

•  CIP-002: 
      Cyber Asset 

 Identification 

•  BAL-001-0.1 
     Applicability: 

 Balancing 
 Authorities. 

•  … 

Processes,  
Guidelines 

•  Tests & Self- 
 Assessments 

•  ….. 
… 
… 
… 

Control Tests 

•  Risk-Based 

•  Requirement-Based 

•  Business Unit-Based 

Risk Assessments 

•  Action Plan 

•  Implement 

•  Monitor 

Tasks & Actions 

•  NERC 

•  COBIT 
… 
… 
… 

Area of 
Compliance 

•  IT Applications 

•  Intranet links 

•  Records 

•  Laws/Reg. 
 

References 

•  NERC Reliability 
       Standards 

•  Corp. Policies 
•  Corp. Procedures 
•  Training Records 
… 
… 
 

Policies/Documents 

GRC Core 

CMP 
DMS 

ERM 

Issue Mgmt 



© 2015 MetricStream, Inc. All Rights Reserved. 

Collaborative Risk and Compliance Management 

Library of 
Risks 

Risk Factors 

Residual Risk Inherent Risks 

Controls 

Risk 
Analytics 

Force-Ranking 
of Risks 

Risk 
Scoping 

§  Location/Division 
§  Statutory Group 
§  Product Line 
§  Commodity Group 

Management 
Consensus 

Risk Mitigation 

3rd Party 
Testing 

Internal Audit 

Self Audit 

Risk 
Mitigation 

Risk 
Assessment 

Compliance 
Strategy 

e.g.,  
§  Financial 
§  External, e.g., 

Political 
§  Operational 

Develop strategies for 
lowering risk 

Gain management 
consensus for risk 

assessment 
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Facilitate BES Cyber Asset Identification 

•  Create or Import Asset 
Information 

•  Risk based Assessments to 
identify Cyber Assets 

•  Bright line criteria 

•  Threat & Vulnerability 
Assessments on Assets 

•  Impact Analysis on Assets 

•  Assigning Assets to specific 
Electronic Security Perimeters 
(ESPs) 

•  Automate Annual Review 
Approval Identify and Manage Assets and Asset Ratings 
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Implement Cyber Security Management Controls 

•  Define and Manage Controls to 
protect Cyber Assets 

•  Manage Password Changes 

•  Perform Control Assessments 
on regular basis 

•  Control Tests to identify 
strength of controls 

•  Notifications to appropriate 
officers 

•  Logs and audit trail 
maintenance 

•  Equivalent to Self Correcting 
Process Improvement 
mentioned in Version 5 

Implement and Assess Controls 
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Integrate Personnel & Training Management into Compliance 

 

 

Selecting & assigning 
appropriate Courses to  
Employees 

 

 
Initiate Training  

 
Report Course 
Completion 

 

 
Creating 
Questionnaire 

 

 
Administering Tests  

 
Reports - Training 
Gap 

 

 
Creating and Assigning 
Competency 

 

 
Certification 

•  Personnel risk assessment, 
training, and security 
awareness 

•  Understanding Compliance 
Regulations 

•  Accepting and understanding 
organization policies 

•  Reports – Training Medium, 
Gaps, Trained-Untrained 
Employee Breakup 
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Enforce Policies to Effectively Manage Compliance 

Creation, Storage, 
Organization, Search 

Creation, Review, 
Approval 

Mapping to Risks and  
Controls 

Alerts and Notifications 

Awareness and Training 

Tracking and Visibility 

 
 

•  Policies & Procedures for Implementing a physical security program 
•  Setting prerequisites for granting approvals, assigning work etc. 
•  Define methods, processes, and procedures for securing Cyber Assets & BES 
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Real time Monitoring and Reporting 

•  Risk Intelligence by 
Regulations & Assets 

•  Track NERC version and 
Migration status 

•  Monitor NERC Compliance 
Audit Readiness 

•  Regulatory Filings, 
Certifications 
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MetricStream Advantage – NERC CIP Solution 

•  Best in class Governance, Risk and Compliance solutions 
provider 

•  Platform based solution – with integrated risk, compliance, 
policy, issue and change management systems 

•  Experience in working with numerous electric utilities in the US 
ranging from co-ops to investor owned 

•  Built in content with controls and industry best practices 

•  One-Click Automated RSAW generation – reduction in RSAW 
production times from weeks to just few hours/ days. 

•  Have real-time visibility into business to avoid compliance 
concerns 
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•  Over 1,800+ employees  
•  Headquarters in Palo Alto, California with offices worldwide 
•  Over 335 enterprise customers 
•  Privately held – backed by leading global VCs 

About MetricStream 
Integrated Governance, Risk & Compliance (GRC) for Risk-Driven 
Intelligence and Better Business Performance Vision 

Solutions 

•  NERC CIP Compliance 
•  Risk Management  
•  Compliance Management 
•  Audit Management 
•  Legal GRC 

Partners 

Differentiators 
•  Technology - GRC Platform – 9 Patents  
•  Breadth of Solutions – Single Vendor for all GRC needs 
•  Cross-industry Best Practices and Domain Knowledge 
•  ComplianceOnline.com - Largest Compliance Portal on the Web 

Organization 

•  Supplier Governance 
•  Quality Management 
•  EHS & Sustainability 
•  IT-GRC 
•  Governance & Ethics 
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MetricStream Solutions 

NERC 
Compliance 

Risk 
Management 

Risk Based Audit 
Management 

Issue & Incident 
Management 

Oil & Gas 
Incident & CAPA 

Asset Integrity 
Management 

Generic Solutions 

Policy 
Management 

Electric Utilities 

Audit 
Management 

Supplier 
Governance 
Policy & 

Documents 
Compliance 
Management 

GRC Foundation 
•  Risk libraries 
•  Control libraries 
•  Policies 
•  Processes 
•  Asset mappings 
•  Organizations 
•  Regulations 

Infrastructure 
•  Web portal 
•  Security 
•  Notification engine 
•  Reporting and Dashboards 
•  Infolets – Integration 
•  Offline Briefcase 
•  Mobility – mobile API 

Application Studio 
•  Forms 
•  Data 
•  Workflow engine 
•  Data Import 
•  Templates 

MetricStream GRC Platform 

Operational Audit 
Management 

MetricStream Solution Areas – ENU 

EH&S 
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Q&A 

A copy of this presentation will be made available to all participants in next 48 working hours. 
 

For more details on upcoming MetricStream webinars: http://www.metricstream.com/webinars/index.htm 
 

Please submit your questions to the host by typing into the chat box on 
the lower right-hand portion of your screen. 

 
Thank you for participating! 
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Thank You 
Contact Us: 

Website: www.metricstream.com | Email: webinar@metricstream.com 

Phone: USA +1-650-620-2955 | UAE +971-5072-17139 | UK 

+44-203-318-8554 
 Follow us on Twitter Join us on RACE Group Like us on Facebook 


