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Agenda 

¤  Preparing	
  for	
  audits	
  strategy	
  

¤  Providing	
  2mely	
  documenta2on	
  and	
  evidence	
  of	
  compliance	
  through	
  a	
  central	
  
repository	
  of	
  evidence	
  

¤  Robust	
  process	
  and	
  best	
  prac2ces	
  to	
  document	
  audit	
  reports	
  for	
  compliance	
  
program	
  

¤  Knowledge	
  management:	
  Documen2ng	
  subject	
  ma>er	
  expert’s	
  discussions	
  and	
  
decisions	
  

¤  Q&A	
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Definitions 

 Documentation: the act or an instance of 
 furnishing or authenticating with documents 

     the provision of documents in substantiation  
 

 Evidence:  something which shows that  
 something else exists or is true 
 a visible sign of something 
 material that is presented to a court of law to 
 help find the truth about something 

 
   Source: Merrian Webster OnLine 
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Documentation 
Examples 

§  BES Cyber System Identification 
§  Cybersecurity Policies 
§  Security Awareness  
§  Security Training 
§  Personnel Risk Assessment 
§  Access Management 
§  Electronic Security Perimeters 
§  Physical Security Plan 
§  Patch Management 
§  Malicious Code Management 
§  Incident Response 
§  System Recovery 
§  Configuration Management 
§  Vulnerability Assessments 
§  Information Protection 
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Evidence 
Examples 

§  Written documentation 

§  Performance evidence 

§  Verbal testimony 

§  Communication records 

§  Observations 
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Evidence Tips 

§  Know where to find evidence 
§  Evaluate evidence independently 
§  Balance the details; auditors will request additional 

information if necessary  
§  Redact where appropriate (sensitive information) 
§  Common format-use the RSAW and build a 

substantive and clear narration 
§  Be mindful of BCSI and your IPP 
§  Be prepared to “prove it”- the burden is on you to 

demonstrate compliance 
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Audits 

§  Audits are about: 
– Accountability 

– Transparency 

– Consistency 

– Sustainability 

§  Compliance Framework 

§  Audit etiquette 
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Effective NERC – CIP Compliance Program 

Collaborative – flexible and allows for inclusions or changes as required 

Integrated: Compliance, Content, Risk, Policy, Control, Audit etc. 

Enforces methodology, rigor and discipline 

Facilitate continuous assessments and captures all necessary NERC compliance data & 
artifacts 

Integration with Third party Systems –  Patch & Surveillance, SCADA, ICS, Security, HR 
Systems etc. 

Content Compliance Audit Policy Issue 
Management 

Continuous  Monitoring & Improvement 

NERC CIP Standards 
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Key Components: NERC Compliance Management 

Security & Permissions 

Workflows 

Data Browsers & 
Calenders 

Reports & Dashboards 

Alerts & Notifications 

Content 
Management 

Compliance 
Management 

Issue 
Management 

Surveys and 
Certifications 

Policy 
Management 

RSAW 
Management 

EUP 
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A Robust & Flexible Information Model 

•  CIP-002-R01 

•  BAL-001-0.1a R1 

•  … 
… 
… 

Requirements 

• CIP-002-R01 
Methodology 
• … 

• Area Control 
Error (ACE) 
Threshold 
• … 
 

Controls 

•  CIP 
•  BAL 
•  ……. 

 
 

Functions, 
Standards,  
Frameworks 

•  CIP-002: 
     Critical 

 Cyber Asset 
 Identification 

•  BAL-001-0.1 
     Applicability: 

 Balancing 
 Authorities. 

•  … 

Processes,  
Guidelines 

•  Tests & Self- 
 Assessments 

•  ….. 
… 
… 
… 

Control Tests 

•  Risk-Based 

•  Requirement-Based 

•  Business Unit-Based 

Risk Assessments 

•  Action Plan 

•  Implement 

•  Monitor 

Tasks & Actions 

•  NERC 

•  COBIT 
… 
… 
… 

Area of 
Compliance 

•  IT Applications 

•  Intranet links 

•  Records 

•  Laws/Reg. 
 

References 

•  NERC Reliability 
       Standards 

•  Corp. Policies 
•  Corp. Procedures 
•  Training Records 
… 
… 
 

Policies/Documents 

GRC Core Compliance Doc Mgmt Risk Assessments Issue Mgmt 



© 2015 MetricStream, Inc. All Rights Reserved. 

Setup Content (CIP standards, requirements, controls etc.) 

Structure a logical 
compliance hierarchy, 
including Areas of 
Compliance, Standards, 
Requirements, Controls 
and Assets. 

Configure workflows for 
managing both internal 
and external standards, 
mapping regulations, 
developing controls, 
performing compliance 
audits, preparing and 
implementing action 
plans, and identifying and 
remedying issues. 

GRC 
Library 

Standards Areas of  
Compliance 

Controls Assets 

Questions and 
Procedures 

Requirements 
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Update Content (Regulatory Changes) 

Regulatory Alert 
Interpretation 

Create Channel 

Subscribe Channel 

Filter Alerts 

Act on Alerts 

Track Issues 
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Test Cyber Security Management Controls 
¤  Define and Manage Controls to protect 

Cyber Assets 

¤  Manage Password Changes to CCAs 

¤  Perform Control Assessments on regular 
basis 

¤  Control Tests to identify strength of 
controls 

¤  Notifications to appropriate officers 

¤  Logs and audit trail maintenance 

¤  Equivalent to Self Correcting Process 
Improvement mentioned in Version 5 
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Issue Remediation 

Review & Approve 
Issues 

Create 
Remediation Plans 

Implement 
Planned Actions 

Monitor & Approve 
Actions 

Close Issue 

Review and Approve issues that arise from 
tests, self-assessments and certifications. 

Define one or more Action/Remediation plans 
to   

Document the work done and results and 
send the implemented Actions for review and 
approval. 

Monitor the status and progress of issues and 
implementation of remediation plans.  

Close issues after all the action plan is 
implemented and approved. 
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Surveys and Certifications 

Create Questionnaire 

Initiate 
Surveys or Certifications 

File Responses 

Certify & Sign-Off 

Log Findings & Issues 

Create sections and add questions manually 
or from the GRC library under every 
questionnaire. 

Initiate a Survey or a Certification by 
choosing a questionnaire and selecting 
respondents and approvers.  

File responses or collaborate with other 
respondents for responses. 

Collate the Survey responses, Approve and 
sign-off the assessments and key compliance 
program data. 

Add Findings/Issues to capture non-
conformance. 
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RSAW Management 

Initiate Survey using in-
built CIP questionnaires 

Record Responses 

Attach Evidences 

Populate Survey 
Response into RSAW 

template 

Select a CIP questionnaires and initiate 
survey to one or more users. 

File responses or collaborate with other 
respondents for responses. 

Attach Evidence to the survey from the GRC 
library or from a previous survey or from the 
local system. 

Select the survey response and populate the 
same in the in-built RSAW template. 

Generate RSAW Generate and download the completed 
RSAW in word format for editing. 
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Enforce Policies to Effectively Manage Compliance 

Creation, Storage, 
Organization, Search 

Creation, Review, 
Approval 

Mapping to Risks 
and  Controls 

Alerts and 
Notifications 

Awareness and 
Training 

Tracking and Visibility 

 
 

¤  Policies & Procedures for Implementing a physical security program 

¤  Setting prerequisites for granting approvals, assigning work etc. 

¤  Define methods, processes, and procedures for securing Cyber Assets & 
BES 



© 2015 MetricStream, Inc. All Rights Reserved. 

Real time Monitoring and Reporting 
¤  Risk Intelligence by Regulations & 

Critical Assets 

¤  Track NERC version and Migration 
check 

¤  Monitor NERC Compliance Audit 
Readiness 

¤  Regulatory Filings, Certifications 
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Data Browser 
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MetricStream Advantage – NERC CIP Solution 

¤  Best in class Governance, Risk and Compliance solutions provider 

¤  Platform based solution – with integrated risk, compliance, policy, issue and change management systems 

¤  Experience in working with numerous electric utilities in the US ranging from co-ops to investor owned 

¤  Built in content with controls and industry best practices 

¤  One-Click Automated RSAW generation – reduction in RSAW production times from weeks to just few minutes/ 
hours. 

¤  Have real-time visibility into business to avoid compliance concerns 
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About MetricStream 

Vision	
   Integrated	
  Governance,	
  Risk	
  and	
  Compliance	
  for	
  Be>er	
  Business	
  Performance	
  

Solu2ons	
  

• 	
  NERC	
  CIP	
  Compliance	
  	
  
• 	
  Risk	
  Management	
  
• 	
  Business	
  Con2nuity	
  Management	
  
• 	
  IT	
  GRC	
  
• 	
  Audit	
  Management	
  

• 	
  Supplier	
  Governance	
  
• 	
  Quality	
  Management	
  
• 	
  EHS	
  &	
  Sustainability	
  
• 	
  Governance	
  &	
  Ethics	
  
• 	
  Content	
  and	
  Training	
  

• 	
  Over	
  1,800+	
  employees	
  	
  
• 	
  Headquarters	
  in	
  Palo	
  Alto,	
  California	
  with	
  offices	
  worldwide	
  
• 	
  Over	
  350	
  enterprise	
  customers	
  
• Privately	
  held	
  –	
  Backed	
  by	
  global	
  leading	
  VCs,	
  Sage	
  View	
  Capital,	
  Goldman	
  
Sachs	
  

Differen2ators	
  

• 	
  Technology	
  -­‐	
  GRC	
  Pla`orm	
  –	
  9	
  Patents	
  	
  
• 	
  Breadth	
  of	
  Solu2ons	
  –	
  Single	
  Vendor	
  for	
  all	
  GRC	
  needs	
  
• 	
  Cross-­‐industry	
  Best	
  Prac2ces	
  and	
  Domain	
  Knowledge	
  
• 	
  ComplianceOnline.com	
  -­‐	
  Largest	
  Compliance	
  Portal	
  on	
  the	
  Web	
  

Organiza2on	
  

Partners	
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 MetricStream GRC SUMMIT 2015 – November 10-11, London, UK  

For more information, please visit http://www.grc-summit.com/europe/  
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Q&A 

	
  
	
  
	
  
	
  
	
  
	
  

Please	
  submit	
  your	
  ques2ons	
  to	
  the	
  host	
  by	
  typing	
  into	
  the	
  chat	
  box	
  on	
  the	
  
lower	
  right-­‐hand	
  por2on	
  of	
  your	
  screen.	
  

	
  
Thank	
  you	
  for	
  parDcipaDng!	
  

A	
  copy	
  of	
  this	
  presentaDon	
  will	
  be	
  made	
  available	
  to	
  all	
  parDcipants	
  in	
  next	
  48	
  working	
  hours.	
  
	
  

For	
  more	
  details	
  on	
  upcoming	
  MetricStream	
  webinars:	
  hMp://www.metricstream.com/events/webinars	
  	
  

Karl	
  Perman	
  
VP	
  Member	
  Services	
  

EnergySec	
  
Email:	
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  THANK YOU 

Contact	
  Us:	
  

Website:	
  www.metricstream.com	
  |	
  Email:	
  webinar@metricstream.com	
  

Phone:	
  USA	
  +1-­‐650-­‐620-­‐2955	
  |	
  UAE	
  +971-­‐5072-­‐17139	
  |	
  UK	
  +44-­‐203-­‐318-­‐8554	
  

	
  


