Qc) ENERGYSEC

THE NATIONAL ENERGY SECTOR
CYBER SECURITY ORGANIZATION

Application for Membership

This Application for Industry Membership is subject to approval by EnergySec. By executing the
Membership Application and Membership Agreement and submitting payment for membership dues, the
Applicant accepts Membership in accordance with Membership Agreement.

Eligibility Criteria: Industry membership is open to organizations that own or operate energy sector
assets, including electric generation, transmission, or distribution, and oil or gas exploration, production,
transmission, or distribution facilities.

Company Name: Web Page URL:

Primary Contact:

Address:

Email: Phone:

Billing Contact:

Email: Phone:

Authorization Signature: Date

Printed Name & Title:
Your signature above indicates your acknowledgement and agreement of the terms and conditions of membership which
are attached.

Additional Contacts (optional).

Cybersecurity Contact:

Email: Phone:
IT Contact:
Email: Phone:

Operations Contact:

Email: Phone:

Regulatory/Compliance Contact:

Email: Phone:
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Membership Options

X Industry Membership Cost:

A full listing of member benefits is provided in the attached member agreement. Benefits include:

NERC CIP formal published guidance and technical analysis documents

Executive briefs on key issues and events pertaining to security and compliance

e Member-only briefings and open mic calls with EnergySec staff

Special member pricing on training, events, and services

e Email newsletter containing updates on cybersecurity threats and vulnerabilities, emerging practices,
policy, legislation, and regulation

e NERC CIP newsletter providing comprehensive tracking of CIP related activities, meetings, webinars, and

publications from FERC, NERC and Regional Entities.

Annual Revenue Membership Fee
<$500M $2500
$500M - $1B $3200

> $1B $4800
Total Due
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Energy Sector Security Consortium

Industry Member Terms & Conditions
2016

These terms and conditions cover the rights and responsibilities of Energy Sector Security Consortium,
Inc. (EnergySec) and the joining entity (the “Member”). By completing the membership application, the
Member accepts Membership in EnergySec) in accordance with the following terms and conditions.

1. Membership Conditions:

a. Member Benefits: The Member shall be entitled to the benefits provided below in section 2. The
Member shall be entitled to participate in the meetings of the EnergySec Members, to receive
materials disseminated to Members by EnergySec, to access web pages and other communication
channels developed and maintained by EnergySec for use by Members, and to all other benefits of
Membership as may be determined from time to time by EnergySec.

b. Use of Name: The Member may publicly disclose that it is a Member of EnergySec. EnergySec
shall have the right to include the Member’s name in any lists of Members published by EnergySec
and to announce that the Member has joined EnergySec.

c. Dues: Unless terminated as provided herein and except as otherwise provided herein, the
provisions of this Agreement shall remain in full force and effect as to the Members renewing
annually upon the Member’s payment of dues. Payment will be processed via the original payment
method unless notified of a change in payment preference prior to renewal.

d. Terms: A membership term is for one year. An organization’s renewal date will be one year from the
1t day of the 1% month after joining (Example: Organizations joining in April will renew on May 1% of
the following year). Renewal fees will be invoiced and payable on the renewal date.

e. Expenses: The Member shall bear its own costs and expenses incurred in connection with its
Membership in EnergySec, such as travel, employee compensation and incidental expenses.

f. Withdrawal by the Member: The Member may withdraw from Membership in EnergySec at any
time upon giving sixty (60) days’ written notice (the “Withdrawal Notice”) to EnergySec. The Member
shall be obligated to pay dues that accrued prior to the Effective Date of Withdrawal. After the
Effective Date of Withdrawal, the Member shall not be subject to any agreement.

2. Member Benefits
Membership is organization-wide with no restrictions on the number of participants from each
member organization and member classification. Listed below are key benefits of membership.
Additional benefits and services may be added from time to time.

a. Publications

1. Weekly Update: Email newsletter containing updates on cybersecurity threats and
vulnerabilities, emerging practices, policy, legislation, and regulation

2. CIP Newsletter: A semi-monthly email newsletter containing updates and analysis on CIP-
related events, guidance, and published violations.
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3. NERC CIP guidance: In cooperation with industry and our extensive network of advisors,
EnergySec staff occasionally publishes guidance and analysis on various CIP topics.

4. Other Publications: From time to time, EnergySec publishes other informational documents
on security and compliance topics.

b. Security Leadership Forum (SLF): The SLF is a private forum of senior security leadership at
EnergySec member utilities. Regular in-person meetings occur to enable discussions on common
issues and solutions.

c. EnergySec Community: EnergySec hosts an online community for collaboration and information
dissemination. Certain resources are available to members only.

d. Reduced member pricing on training, events, and services: Members received discounted pricing on
EnergySec training, events, certain advisory services and other products.

e. Information Sharing and Analysis Organization (ISAQ): EnergySec operates an ISAO which supports
our members’ security operations:

1. Organizational Watch Service: Our custom technology monitors various non-public and open-
source data sources for signs of malicious activity relating to our members. This includes IP
addresses, domain names, and keywords.

2. ThreatConnect Community: EnergySec operates a private threat sharing community on the
ThreatConnect platform for the use of our members.

e. Use of the EnergySec Utility Member Logo

f. Priority access and direct relationship to EnergySec staff and peer members to enhance
crowdsourcing of security situational awareness, benchmarking and best practices.

4. Affiliate Policy

A member and its affiliates shall be deemed one member. Affiliate means any legal entity that directly or
indirectly controls another entity via beneficial ownership of more than fifty percent (50%) of voting
power or equity in another entity (“Control”), or is Controlled by another entity or is under common
Control with another entity, so long as such Control exists.
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